
The past financial year continued to highlight the PPECB’s  Information 
and Communications Technology (ICT) Division’s strategic importance 
to the organisation. The digital transformation journey gained 
momentum by enabling more business-critical features like a robust 
network infrastructure through implementing the Software-Defined 
Wide Area Network (SD-WAN), additional functionality on TITAN 2.0® 
and tools to facilitate the PPECB’s hybrid working model. 

ICT GOVERNANCE
The PPECB’s ICT is governed by the PPECB Board, which oversees 
all strategic ICT issues. An internal committee, the Strategic Projects 
steering committee, provides executive-level governance over the 
strategic projects and, in particular, provides oversight for the TITAN 2.0® 
and the Enterprise Resource Planning (ERP) projects. This committee 
meets monthly to ensure the projects’ strategic goals are achieved.

The PPECB continues to embrace the international Control Objectives 
for Information and Related Technologies (COBIT) governance 
framework to maintain appropriate ICT governance, which provides 
guidelines for best practices, standards, and methodologies. The COBIT 
2019 framework is now at the finalisation stage, which will be followed 
by implementation. The PPECB also subscribes to the Information 
Technology Infrastructure Library (ITIL).

The objective of ICT governance is to harmonise the architectural 
requirements of the PPECB into an understandable set of 
policies, processes, procedures, and standards - all to ensure 
the PPECB’s vision and standards are aligned with its actual 
business requirements.
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ICT OBJECTIVES AND ACHIEVEMENTS 
FOR THE YEAR UNDER REVIEW
The department has provided superior customer service 
and innovative technologies to support the business 
by promoting and maintaining strategic relationships 
between ICT and its stakeholders.

A critical strategic project, TITAN 2.0®, has fully 
implemented the Product Inspection and Export 
Certification module for 84% of total export volumes 
of major products. The eAddendum and Export 
Certification module upgrades continue to increase 
the uptake and contribute to the digital transformation 
journey. Development of the Cold Chain modules 
on TITAN 2.0® has resumed while the Container 
Inspection module is in development. Automating the 
Export Notification process creates further efficiencies 
in the Cold Chain booking process.

The PPECB’s cloud adoption was entrenched by migrating 
all critical and non-critical systems to the cloud. This 
improved uptime and availability for key applications such 
as TITAN 2.0®, finance applications and email, especially 
during loadshedding. 

Cyber security is a key focus area, together with ensuring 
compliance with the Protection of Personal Information 
Act No 4. of 2013 (POPIA) and the Promotion of Access 
to Information Act No. 2 of 2000 (PAIA). We continue to 
enhance our cyber security posture and protect the PPECB 
from cyber vulnerabilities by proactively safeguarding the 
organisation.

The department provides a high availability network 
through the implementation of the SD-WAN. The PPECB 
migrated its wide area network (WAN) infrastructure from 
legacy technology to one that is highly available and more 
secure. All PPECB regional sites now have a more secure, 
robust and redundant wide-area connection.

Mobile connectivity has improved by upgrading to a new 
Access Point Network (APN), which was implemented 
concurrently with the network upgrade to provide PPECB 
users with a more reliable and secure connection to 
enable remote working.

The PPECB has adopted an agile development approach 
that has gained momentum with the adoption of cloud 
administrative and management tools to govern and 
assess application development against best practices 
and methodologies. The agile development approach is 
continuously reviewed for process improvements.

Data governance is a key focus area. Data is the nucleus 
of the PPECB digital journey and emphasis is placed on 
the correctness, completeness and consistency of the 
PPECB’s master data which supports the TITAN 2.0® 
and ERP projects. This is critical to achieving the data 
analytics strategic objective.

Data accessibility is critical to supporting day-to-day 
operational activities and decision-making. The PPECB 
Business Inteligence (BI) team expanded reporting 
capabilities internally and externally to provide stakeholders 
access to information with the release of Intellex.

Telephony has been improved with the implementation 
of Voice Over IP (VOIP). The PPECB instituted a 
dedicated Microsoft Teams-hosted telephony solution 
which enables users to use the application for external, 
mobile and international calls.

Hardware refreshing took place across all sites as the 
PPECB’s hardware (regional servers, Local Area Network 
(LAN) switches and Wi-Fi access points) was approaching 
end-of-sale and end-of-life.

Backup power supplies have been implemented at all
regional sites to ensure the uptime of critical ICT 
equipment and also protect these high-value assets 
during loadshedding.

Service level deliverables have been agreed to that ensure 
business and ICT alignment.
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ICT continues to provide insight and reporting to its stakeholders 
to create awareness of information and technology projects, and 
initiatives and issues being addressed. Quarterly reports are produced 
for the Board highlighting key projects, strategic issues, investments 
and ICT expenditure. Moreover, suppliers are managed to ensure that 
contractual obligations are fulfilled. Internally, numerous forums have 
been created to facilitate engagement on projects, issues and other 
ICT matters to keep the business appraised of progress. 

OUTLOOK: KEY FOCUS AREAS FOR 2022/2023
The following objectives will be the focus of the coming year:

• Continue to provide data and analytics to support insight for business efficiencies and planning;
• Continue with data governance and assurance to enable data correctness and integrity, which benefits 

projects and stakeholders;
• Increase available data for analytics by integrating data from new modules that have been deployed 

across TITAN 2.0® and ERP;
• Continue to deploy the Cold Chain modules on our mobile technology application (TITAN 2.0®) and 

other digital services and functionality to the industry by focusing on Container Inspection, Cold 
Storage Inspections and Container Loading, and enhancements to the Product Inspection and Export 
Certification module will be implemented;

• Finalise the COBIT 2019 objectives for implementation and cyber security governance;
• Continue to migrate all information reporting to the cloud with automation and self-service capability, 

where possible;
• Continuously enhance the PPECB’s cyber threat intelligence to ensure it provides secure services to 

the industry by implementing a layered security defence and automation to decrease human error and 
increase efficiency and effectiveness;

• Secure the PPECB’s mobile devices and its data;
• Improve the efficiency and effectiveness of the ICT Asset Management processes by automating and 

implementing an asset management tool;
• Increase the uptake of TITAN 2.0® for major and minor products and the Cold Chain modules;
• Implement Single Sign-On (SSO) for PPECB clients across TITAN 2.0®, ERP and Intellex;
• Plan to archive the legacy financial systems once the ERP system is successfully implemented;
• Integrate the Enterprise Masterdata framework into applications to use a single repository of shared 

data; and
• Continuously review and improve the overall architecture and technologies to reduce costs and create 

further efficiencies in the business.

MONITORING THE 
EFFECTIVENESS 
OF TECHNOLOGY 
AND INFORMATION 
MANAGEMENT

THE DIGITAL 
TRANSFORMATION 
JOURNEY
GAINED MOMENTUM WHICH 
FACILITATED THE PPECB'S 
HYBRID WORKING MODEL.
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