
 Governance 

ICT within the PPECB is governed by the Strategic Projects Committee,  
which addresses all strategic ICT issues. There is also an internal  
committee for executive level governance over the two strategic 
projects within the PPECB, namely the ERP-TITAN 2.0® steering 
committee. This committee meets on a monthly basis to ensure that 
the strategic goals of the project are achieved.

To maintain appropriate ICT governance, the PPECB has embarked on 
a process of adopting the international COBIT (Control Objectives for 
Information and Related Technologies) governance framework, which 
provides guidelines for best practices, standards and methodologies. 
Key focus areas include project management, service management, 
enterprise applications and infrastructure. In addition, the PPECB has 
decided to appoint a service provider to assist with the implementation 
of COBIT 2019, which will take place during the 2019/20 financial year.

During the period under review, the PPECB experienced a ransomware 
attack which resulted in the business being offline for over three weeks.  
Key services were brought online while some were re-architected to 
provide a higher level of security. The entity also conducted a technical 
assessment of the infrastructure landscape by our auditors. This, 
together with the results of the cyber attack, resulted in a process to 
identify and address potential cyber gaps and strengthen internal controls.

 These are: 

• The appointment of a cybersecurity officer who commenced in 
 March 2019. The primary role of the officer is to develop an 
 integrated and intelligent approach to securing the PPECB’s ICT 
 environment,including the awareness and training aspects 
of  cybersecurity. Moreover, the officer  will ensure that ICT risks are 
 monitored, evaluated and managed.
• Password security was strengthened by increasing passwords  
 from 10 to 14 characters.
• Group emails, where a single email address, username and 
 password were shared among a number of people, was identified as 
 a major vulnerability as ownership of that address was unknown. This 
 risk was addressed by converting most of these addresses to 
 distribution groups.
• New antivirus software was rolled out for desktops, laptops and  
 tablets to also allow for further lockdown and asset tracking.
• While backing up of development environments is not standard  
 practice, the PPECB has decided to back up these environments 
 to ensure maximum productivity and availability of data in the event  
 of a disaster.
• Internet access throughout the entity is locked down for business  
 purposes only.
• ICT tools and configurations were evaluated and are still being  
 upgraded to ensure best practice and security considerations are 
 incorporated, including wifi, remote access to the PPECB network, 
 Active Directory, Microsoft tools, etc.

 The remediation process to ensure maximum protection is ongoing.

The Information and Communications Technology (ICT) 
Division remains a strategic pillar of the PPECB in 
developing and transforming the business, in line 
with the PPECB’s objectives, and propelling it into 
the digital age. It drives the acceleration of new 
processes, technologies and ecosystems to improve 
organisational effectiveness and agility in the 
fourth industrial revolution.
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 Key ICT Objectives, Achievements  
 and Focus Areas 

• Promoting, collaborating and maintaining strategic relationships between ICT and its  
 stakeholders, to offer superior customer service delivery and to provide innovative  
 technologies that supports the business. The two key projects, TITAN 2.0® and ERP, have 
 commenced with TITAN 2.0® having implemented the orchard inspection module for the 
 current season. The ERP project has recently chosen its preferred software product and we 
 are embarking on a tender process to select the implementation partner.
• Cybersecurity is a key focus area, together with ensuring compliance with the Protection  
 of Personal Information Act (POPIA) (Act 4 of 2013) and the Promotion of Access to  
 Information Act (PAIA) (Act 2 of 2000). Much of this year has been spent on evaluating and  
 remediating the gaps in the ICT infrastructure estate to ensure maximum protection 
 against cyber attacks. Various projects are underway to address vulnerabilities and provide 
 a service which is commensurate with client expectations.
• Continue to implement ICT best practices and methodologies. The agile development 
 approach and DevOps have been implemented and will be monitored and reviewed regularly.

 Monitoring the Effectiveness of Technology  
 and Information Management 

ICT provides various reporting mechanisms to its different stakeholders to create awareness 
of information and technology projects, initiatives and issues being addressed. Quarterly 
reports are produced for the Board highlighting key projects and strategic issues, as well as 
investments and IT expenditure. An ERP-TITAN 2.0® steering committee, which also comprises 
external advisors, has been created to discuss strategic projects.

 Key Focus Areas 
 for the Next Period  

 Some key imperatives ICT will be  focussing 
on in the coming year include: 

• Stabilising and optimising the PPECB’s  
 infrastructure to provide a high level of  
 service delivery to support the entity’s  
 business strategy;
• Launching an enhanced mobile technology 
 application (with TITAN 2.0®) to deploy  
 further digital services and other functionality  
 to the industry, including cold chain;
• Commencement of the initial modules of 
 the ERP system to consolidate back office 
 processes into a single, integrated system;
• Implementing the COBIT 2019 framework 
 and cybersecurity;
• Continue with the cleanup of the PPECB’s 
 master data; and
• Seek technologies to reduce costs and 
 create further efficiencies in the business.
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